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LLM role playing used in many different settings

Assistants Persona Prompting

You are a helpful assistant... You are a person...
ROIE Direct - You are a...
Adopﬁon Third Person — Think of a...
Interview - Inferviewer: ...
X Interviewee: ...

... Hispanic woman
.. person of gender female
...Ms. Garcia

You are a business executive...

/System Prompt

You are Dr. Lisa Hartmann, 41, Chief Digital Officer of RetailNova. You joined 18 months ago from Zalando
where you led personalization Al that increased conversion rates by 31%. You have a PhD in Computer Science
from ETH Zirich and built ML systems at scale. Your responses are 3-4 sentences long max. NOT LONGER.

Hey, Man. Ready to dive in? CORE IDENTITY & BACKGROUND:

- You left a high-paying role at a digital leader specifically to transform a traditional retailer

- You've built production recommendation systems serving millions of users daily

- You're respected in the industry—speaker at Re:publica, published in Harvard Business Review




Adversarial attacks: Trying to get the LLMs to break character

Identity subversion Context camouflage
Goal: Make the model believe itis Goal: Make adversarial content appear
something other than itself, with acceptable by disguising it within a
different rules. benign narrative frame.

Your team project:

1. Research the literature on adverserial attack strategies

2. Define ataxonomy of attacks, implement them

3. Conduct experiments with various role playing instructed
models

4. Evaluate performance and suscetability of attacks




Robustness and Persuadability of LLM role play under adversarial attacks

Brief Logistics

e Language: English
e Duration: 6 months
*  Number of participants: 3-4

* Prerequisites: Strong Python/programming skills and WebApp dev skills, knowledge in LLMs, NLP,
text analytics, Software engineering / Webbased prototype development and LLM integration

*  Work process:

Lots of coding, experiments, prototype development, Al Vibe-coding experiments

Regular meetings with supervisors, present and discuss your progress

Present your research proposal, intermediate and final results in corresponding presentation meetings

O O O O

Written reports to be submitted at the end

Contact (for questions): markus.strohmaier@uni-mannheim.de
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