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1. Overview
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2. Detailed descriptions

E. Responsible Data Science

CS 670: Al Security

Module number

CS 670

Title

AT Security

Form of module

Inverted Lecture

Type of module

Advanced Course in Informatics

Level Master
ECTS 6
Hours in presence: 28 h per semester (2 SWS)
Workload Self-study: 140 h per semester
No formal prerequisites.
. . However, knowledge with respect to the content of the following lectures
Prerequisites

are suggested: Practical Computer Science I and II, Selected Topics in
IT Security

Aim of module

Artificial intelligence is increasingly integrated into software systems,
enterprise applications, security tools, and autonomous workflows. At
the same time, Al introduces new security challenges and changes
existing attack and defense techniques.

The aim of this module is to provide students with a systematic
understanding of security risks related to modern Al systems and of
methods for analysing and defending such systems. The course
considers Al both as a security target and as a technology that can be
used by attackers and defenders.

Possible topics are:

Security foundations and architectures of modern Al systems
Security of large language model applications

Retrieval-Augmented Generation and knowledge-base security
Agentic Al tools, skills and execution-layer security

Adversarial machine learning

AT data, privacy and supply-chain security;

Al-assisted offensive and defensive security

Al red teaming and incident response

Al-enabled misuse

Security controls, monitoring, governance and the secure Al lifecycle




Learning outcomes and
qualification goals

Expertise:

e Students acquire knowledge of major security threats affecting
modern Al systems and of relevant technical and organisational
countermeasures. They understand how security risks arise at
different layers of an Al system, including models, data, prompts,
retrieval systems, agents, tools, and surrounding applications. (MK2)

Methodological competence:

e Students are able to analyse Al systems from a security perspective,
identify assets, attack surfaces and trust boundaries, assess relevant
threats, and select appropriate countermeasures. They can critically
evaluate the security properties and limitations of Al-based systems
and security mechanisms. (MK1)

Personal competence:

e The analytical, focused and precise thinking of the students is
trained. Through the analysis and discussion of current research,
technical examples and real-world cases, their abstraction capacity
and their ability to transfer learned concepts to related Al-security
questions are further developed. (MF1, MKO3)

Media Annotated lecture slides

Literature Scientific articles, technical documentation, online learning material
Reworking the lecture and studying the relevant literature in self-study.

Methods During the lecture: discussing questions and ideas and working together

on concrete examples.

Form of assessment

Written examination

Admission

requirements for -

assessment

Duration of assessment | 90 minutes
Language English

Offering HWS (irregularly)
Lecturer Dr. Vasily Mikhalev

Person in charge

Dr. Vasily Mikhalev, Prof. Dr. Frederik Armknecht

Duration of module

1 semester

Further modules

Range of application

Mannheim Master in Data Science, M.Sc. Business Informatics

Semester




	1. Overview
	E. Responsible Data Science

	2. Detailed descriptions
	E. Responsible Data Science
	CS 670: AI Security



